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PROJECT SUMMARY

The upcoming EU Cyber Resilience Act (CRA) introduces a revolutionary approach to
regulating cyber security in Europe. The broad cross-sectoral scope and detailed secure
development, vulnerability management throughout the product life cycle, as well as
incident and threat notification are new for manufacturers and SMEs globally. A robust
framework, resources, support, and, inevitably, the development of automation tools are
prerequisites for the success of the regulatory objective. CONFIRMATE centers around
designing and developing a suite of comprehensive open-source tools supported by
several instruments (marketing, policy analysis materials) to facilitate and automate
compliance with the Cyber Resilience Act (CRA). The primary focus is creating
automated solutions aligned with CRA cybersecurity's essential requirements and
documentation obligations. These solutions willencompass tools and methodologies to
support the conformity assessment, technical specifications in the form of guidance,
and training courses. Additionally, methodologies for penetration testing and other
cybersecurity practices in adherence to CRA requirements will be developed.
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Executive Summary

This executive summary evaluates the alignment of the CONFIRMATE project
deliverables - the CRA Compliance Guide for SMEs, metrics, and Penetration Testing
Methodology, with the regulatory requirements of the EU Cyber Resilience Act (CRA).
The assessment is based on comparative analyses against the European Commission’s
(EC) Draft Guidance (March 2026), the EC’s CRA FAQ (December 2025), and the ENISA
Security by Design and by Default Playbook.

Like other European Union legislation in the field of cybersecurity and in general in the
digitalization of industry and society, the Cyber Resilience Act is a living document that
needs to be interpreted dynamically against the backdrop of existing but also rapidly
developing technological solutions that are causing significant challenges in its
comprehension and application such as the Artificial Intelligence, for example. In its
essence, its understanding is not complete with its publication, but in practice give rise
to a dynamic interpretation of its requirements. After the formal completion of the
legislative process, the need to unify its applicability comes to the fore depending on
the technological features of the different categories of products with digital elements
and their impact depending on the environments and the context in which they are
used.

The European Commission, in turn, took the initiative to clarify the legislative texts in
their stages of applicability by structuring and requesting the development of a family of
relevant standards that should elaborate on the requirements of the regulation, while at
the same time trying to informally respond to the raising questions and concerns from
manufacturers, for which the regulation has been perceived to some extent as a serious
bureaucratic burden and additional cost.

In regards to the above, projects such as CONFIRMATE had to creatively approach their
contribution to the introduction of the regulation, trying to maneuver dynamically in the
applied interpretation of the meaning of the legislative text in comparison and
evaluating it against the informal recommendations of the European Commission and
stated standards under development, which, by the way, are being developed in a very
limited professional community that does not share its work until the final adoption of
the specific standard.

In view of the above, Project CONFIRMATE has adopted the practice of comparing and
evaluating its works in a dynamic order with newly emerging developments explaining
specific real cases related to the regulation. Specifically, these developments include
the recommendations of the EC and ENISA regarding the regulation.
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The overall self-assessment finds out that the CONFIRMATE guides and methodologies
are substantively consistent and alighed with the CRA legal framework, the EC
Guidance, and the EC FAQ. No legal contradictions or explicit misalighments were
identified across the reviewed source documents.

Regarding the European Commission guidance, while it focuses on legal definitions,
scope boundaries, and complex interpretive scenarios (e.g., FOSS monetization, legacy
systems, and Remote Data Processing Solutions), CONFIRMATE guides and training
modules successfully translate these complex concepts into an operational, workflow-
based framework tailored specifically for resource-constrained manufacturing SMEs.

CONFIRMATE Project provides practical, high-value guidance that extend beyond
baseline regulatory texts to help SMEs achieve actual legal and technical compliance
with the CRA requirements

While the EC FAQ provides the authoritative, article-driven legal boundaries of the
Cyber Resilience Act, written in formal legislative language that assumes prior
regulatory expertise, CONFIRMATE acts as the operational translator.

For instance, while the EC FAQ defines and details the legal frameworks conceptually,
the CONFIRMATE reorganizes these rules into a workflow-based, Q&A-driven format
tailored to real-world business structures and complements this by providing tangible
assets that could be actually use, such as a Simplified Declaration of Conformity
template and a Risk Assessment Template mapped to ISO 31000 and ISO 14971.

Regarding the comparison to the ENISA Playbook on “secure-by-design and secure-by-
default” which provides deep technical blueprints for how engineers must build it,
CONFIRMATE outlines what must be documented to satisfy the CRA (risk management
plans, secure configurations, lifecycle maintenance).

At the same time, The CONFIRMATE guidance is structured and designed to prevent the
CRA stakeholders and mostly SMEs of possible misinterpretations of industry best
practices as mandatory regulatory baselines. This is done by focusing on the clarity of
its illustrative examples and scenarios intended to save them the unnecessary
compliance burdens.

In conclusion, the relationship between the CONFIRMATE deliverables and the
European Commission and ENISA recommendations is highly complementary.
Together, they bridge the gap between the high-level European law and practical,
hands-on engineering execution for enterprises.
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